Introduction
Following the study in [2] , we continue to study security of public key encryptions based on conjugacy search problem (CSP for short) proposed by L.Wang, L.Wang, Z.Cao, E.Okamoto and J.Shao in Inscrypt 2010 [1] . They proposed three generic designs: CSPElG, CSP-hElG and CSP-CS schemes to construct a public key encryption using a conjugacy search problem. The proposed schemes can be instantiated using any conjugacy search problem. Each scheme is claimed to have desired provable security provided that computational assumption related to CSP holds. Their motivation of these proposals is to invent new schemes based on principles other than the ones suffering from attacks using quantum algorithms such as Shor's factoring or Glover's database search algorithm because most of the widely used schemes like RSA and ElGamal would confront such attacks if a quantum computer could be realized.
One of the proposed schemes, CSP-ElG, is completely analyzed in [2] and proved insecure. In this study we shall consider security of CSP-ElG and also the other schemes CSP-hElG and CSP-CS schemes. We also explain how to repair the schemes using the technique given by Gennaro et al. to smooth a distribution of DH transform outputs. Therefore we explain universal hash functions and the leftover hash lemma.
Encryptions Based on CSP
Let M be a (not necessarily commutative) monoid, that is, an algebraic system with an associative multiplication and possesses the identity element "1". The set of invertible elements x of M is denoted by G(M ) ;
The inverse of x ∈ G(M ) is the element y such that xy = yx = 1. The conjugacy search problem is to find an element g ∈ G(M ) such that f = gdg −1 for given d, f ∈ M provided that such an element g exists.
The CSP-ElG scheme is defined as follows. Let
where Ord(g) stands for the order of the element g. Suppose H : K → P is a cryptographic hash function. Let P be the message space {0, 1} k , C the ciphertext space K ×P . Alice picks a (1 ≤ a ≤ Ord(g)) and publicizes
Receiving the ciphertext c = (c 1 , c 2 ), Alice decrypts it by m = c 2 ⊕ H(g a c 1 g −a ). The other schemes CSPhElG and CSP-C are constructed similarly. We show encryption schemes based on CSP are insecure.
